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The U.S. Department of Health and Human Services (DHHS) recently entered into a Resolution Agreement with an imaging
provider relating to the breach of a picture and archiving communications system (PACS) server containing medical images of its
patients. The investigation of the provider was initiated by the DHHS Office for Civil Rights (OCR) after OCR obtained information
alleging that protected health information maintained or stored by the provider was accessible via the internet and disclosed as
the result of an unsecure PACS server. Per the Resolution Agreement, the investigation revealed that the provider “never
conducted an accurate and thorough assessment of the potential risks and vulnerabilities to the confidentiality, integrity, and
availability of the electronic protected health information that it holds,” as required by the HIPAA Security Rule, and the provider
“failed to notify affected individuals of a breach within 60 days of discovery of the breach,” as required by the HIPAA Breach
Notification Rule.

Although the penalty of $25,000 assessed by DHHS is relatively low, the Resolution Agreement contains a number of corrective
action obligations the provider must undertake, including, but not limited to, (i) sending breach notification to the affected
individuals, the media and DHHS; (ii) conducting a complete and accurate risk assessment of the provider’s systems, with the
scope and methodology of such risk assessment pre-approved by DHHS; (iii) conducting annual risk assessments; (iv) developing
risk management plans based on the results of the risk assessments; (v) developing and revising the provider’s HIPAA policies
and procedures and submitting them to DHHS for review and approval; (vi) distributing the final policies and procedures to the
provider’s workforce and obtaining compliance certifications; (vii) training workforce members; and (viii) submitting an
implementation report and annual reports to DHHS during the corrective action period.
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https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/agreements/hhs-ocr-hipaa-racap-vum/index.html
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The resolution of this breach event demonstrates that, although there is a financial and human resources cost to proper and full
implementation of the requirements of HIPAA, the cost of a breach event, even one with a low monetary penalty, can be
extremely high.
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