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The Department of Health & Human Services, Office for Civil Rights (OCR) recently announced the settlement of its 11th
ransomware enforcement action and 7th Risk Analysis Initiative. At the core of the OCR’s findings in this settlement and others
like it is that the affected covered entities or their business associates did not periodically and timely conduct a thorough risk
analysis to determine the potential risks and vulnerabilities to the confidentiality, integrity, and availability of each organization’s
electronic protected health information; did not develop and implement a risk management plan to address and mitigate the
risks and vulnerabilities identified in the risk analysis; did not develop a written process to regularly review records of
information system activity, such as audit logs, access reports, and security incident tracking reports; and did not have in place
other required security protections. We anticipate further settlements will result from the OCR’s Risk Analysis Initiative and
investigations of ransomware attacks.
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