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FEDERAL UPDATE
Ransomware Attacks Hit Health Care Organizations
 On May 12, 2017, multiple health care organizations throughout the world 
reported widespread “ransomware” attacks against their computer systems, 
many of which house protected health information (PHI).  According to 
several reports, the cyber attack has affected as many as 150 countries and 
infected 300,000 targets, including hospitals, universities and government 
agencies.   Ransomware can be delivered via a link within or as an attachment 
to an email.  If opened, these links or attachments take the recipient directly to 
a malicious website that a hacker can use to gain access to the system and place 
malware.  If infected, the computer’s hard drive is encrypted and locks the 
user out of computer files, including PHI.  Hackers then demand a ransom in 
order to regain access to the system, and in some cases, threaten to delete the 
information altogether if their demands are not met.   

The Department of Homeland Security, as well as other government agencies, 
has advised affected and at risk entities not to click on suspicious or unknown 
links and to only open emails from known individuals from whom emails are 
expected.  Organizations are also urged to keep malware prevention and anti-
virus protection up to date.  For more information about these ransomware 
attacks and how to protect your organization from becoming a victim, please 
see the links below:

	�Department of Homeland Security Statement on Attacks

	�Indicators Associated with WannaCry Ransomware

	�Office of Civil Rights FACT SHEET: Ransomware and HIPAA

	�How to Protect Your Networks from Ransomware

	�If you are a victim of ransomware or have cyber threat indicators, contact 
your local FBI Field Office.

For more information, contact:

Lani M. Dornfeld  |  973.403.3136  |  ldornfeld@bracheichler.com 
John D. Fanburg  |  973.403.3107  |  jfanburg@bracheichler.com 
Cheryll A. Calderon  |  973.403.3159  |  ccalderon@bracheichler.com

House Passes Legislation to Repeal and Replace  
Affordable Care Act 
On May 4, 2017, House Republicans passed legislation to repeal and replace 
parts of the Affordable Care Act (ACA), also known as “Obamacare.” The 
bill would effectively repeal the ACA’s “individual mandate” by eliminating 
tax penalties for individuals who choose not to purchase health insurance. 
The measure also removes the requirement that employers with at least 
50 employees provide health insurance to their workers. Government subsidies 
for those purchasing insurance in the marketplace would be replaced by 
tax credits of $2,000 to $4,000 per year, depending on age and income. 
In addition, states would have the option to seek waivers to the federal 

requirement that insurers cover ten essential health benefits, including 
emergency services, hospitalization, maternity and mental health and 
substance abuse. The bill also rolls back Medicaid expansion, allows 
states to establish a work requirement for Medicaid and revamps Medicaid 
funding by instituting a “per capita cap” wherein states would receive a 
fixed amount of money per enrollee. 

The legislation narrowly passed by a vote of 217-213 and is expected to face 
steep opposition from both Democrats and Republicans in the Senate, who 
are said to be already working to revise several of its key provisions. Many 
speculate that the bill could be significantly amended if it returns to the 
House for another vote. 

For more information, contact:

John D. Fanburg  |  973.403.3107  |  jfanburg@bracheichler.com 
Mark Manigan  |  973.403.3132  |  mmanigan@bracheichler.com 
Cheryll A. Calderon  |  973.403-3159  |  ccalderon@bracheichler.com

OIG Releases Resource Guide to Measure Compliance 
Program Effectiveness
On March 27, 2017, the Department of Health & Human Services, Office 
of Inspector General (OIG) published a resource guide for health care 
professionals to measure compliance program effectiveness. The resource 
guide provides compliance measurement tools for a wide range of health 
care organizations. The guide focuses on the following compliance 
program elements:

	�Standards, Policies and Procedures
	�Compliance Program Administration
	�Screening and Evaluation of Employees, Physicians,  

Vendors and other Agents
	�Communication, Education and Training on Compliance Issues
	�Monitoring, Auditing and Internal Reporting Systems
	�Discipline for Non-Compliance
	�Investigations and Remedial Measures

Each element discussed contains a list of compliance program metrics. The 
purpose of each metrics list is to give health care organizations as many 
ideas as possible regarding compliance program effectiveness, to be broad 
enough to help any type of organization and to let each organization choose 
which metrics are best suited to its needs. The lists are not intended to be 
used as a standard for compliance with law, or for certification purposes. 
The resource guide can be found on OIG’s website located at:  
https://oig.hhs.gov/compliance/101/files/HCCA-OIG-Resource-Guide.pdf. 

For more information, contact:

Riza I. Dagli  |  973.403.3103  |  rdagli@bracheichler.com 
Lani M. Dornfeld  |  973.403.3136  |  ldornfeld@bracheichler.com 
Ed Hilzenrath  |  973.403.3114  |  ehilzenrath@bracheichler.com
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CMS Updates Self-Referral Disclosure Protocol Form
The Centers for Medicare & Medicaid Services (CMS) recently issued a new 
form to report actual or potential violations of the Medicare physician self-
referral law, under the Self-Referral Disclosure Protocol (SRDP). The SRDP 
establishes a protocol that enables Medicare providers to self-disclose actual 
or potential violations of the physician self-referral statute, as required by 
federal law.

According to CMS, the purpose of the new SRDP disclosure form is to create 
a streamlined and standardized format for disclosing actual or potential 
violations of the physician self-referral law. This will reduce the burden on 
providers and suppliers submitting disclosures and facilitate CMS’s review of 
the disclosures. Use of the new SRDP disclosure form is mandatory beginning 
June 1, 2017. Before then, parties submitting self-disclosures are encouraged, 
but not required, to use the new form.

For more information, contact:

Carol Grelecki  |  973.403.3140  |  cgrelecki@bracheichler.com 
Riza I. Dagli  |  973.403.3103  |  rdagli@bracheichler.com 
Jonathan J. Walzman  |  973.403.3120  |  jwalzman@bracheichler.com

Proposed Legislation Would Limit Non-Economic Damages in 
Certain Medical Malpractice Suits
Republicans in the House of Representatives have drafted a bill as part 
of their Affordable Care Act (ACA) replacement that would impose new 
limits on lawsuits involving care covered by Medicare, Medicaid or private 
health insurance subsidized by the ACA. The limits would apply to medical 
malpractice lawsuits and certain product liability claims. The bill, H.R. 1215, 
would set a $250,000 limit on non-economic damages, such as pain and 
suffering. There would be no limit to the recovery of economic damages. The 
nonpartisan Congressional Budget Office estimates that the bill would reduce 
federal budget deficits by almost $50 billion over 10 years. 

The bill also states that a health care provider who prescribes a drug or 
medical device that was approved, licensed or cleared by the FDA cannot be 
named as a party to a product liability lawsuit involving the product. In addi-
tion, a provider cannot be liable to a claimant in a class action lawsuit against 
the manufacturer, distributor, or seller of the product. The bill would also re-
strict the contingency fees that attorneys receive in such health care lawsuits.

For more information, contact:

Keith J. Roberts  |  973.364.5201  |  kroberts@bracheichler.com 
Joseph M. Gorrell  |  973.403.3112  |  jgorrell@bracheichler.com 
Brett I. Fischer  |  973.403.3135  |  bfischer@bracheichler.com

OCR Issues Security Bulletin on HTTPS Transmissions
The U.S. Department of Health and Human Services, Office for Civil 
Rights (OCR) published a bulletin on April 3, 2017, warning of potential 
dangers from using the security measure Secure Hypertext Transport 
Protocol (HTTPS) to transmit protected health information (PHI) and 
other confidential information over the internet. Malicious attacks, called 
“man-in-the-middle” attacks, are specifically designed to intercept and alter 
these HTTPS communications. Such attacks could result in the exposure 
or corruption of PHI and breaches of the Health Insurance Portability and 
Accountability Act (HIPAA). 
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The bulletin may be found at: https://www.hhs.gov/sites/default/files/ 
april-2017-ocr-cyber-awareness-newsletter.pdf?language=es. 

For more information, contact:

Carol Grelecki  |  973.403.3140  |  cgrelecki@bracheichler.com 
Debra C. Lienhardt  |  973.364.5203  |  dlienhardt@bracheichler.com 
Brian Wong  |  973.403.3106  |  bwong@bracheichler.com

Court Holds that New York Home Care Agencies Must Pay 
Non-Residential Employees for Entire 24 Hours of  
On-Call Shifts
On April 11, 2017, a New York State appeals court ruled that 24-hour home 
care workers must be paid for all 24 hours they work or are on call, if they 
are not “residential” employees. According to New York’s Department of 
Labor regulations, minimum wage must be paid for each hour an employee 
is required to be available for work, except for “residential employees”, who 
live on the employer’s premises. Residential employees are not entitled to pay 
for normal sleeping hours or any hours when they may leave the residence. In 
the case, Tokhtama v. Human Care, LLC, 2017 NY Slip Op 02759, the Court 
held that the plaintiff sufficiently alleged she is not a residential employee as 
a matter of law and therefore entitled to pay beyond a residential employee’s 
13 hour shift. 

If the court ruling is upheld, home care agencies in New York may face 
liability for back pay owed to many non-residential employees who were not 
paid for portions of their 24 hour on-call shifts. If the decision is followed 
elsewhere, home care agencies nationwide may be exposed to similar claims 
for denial of pay.

For more information, contact:

Joseph M. Gorrell  |  973.403.3112  |  jgorrell@bracheichler.com 
Debra C. Lienhardt  |  973.364.5203  |  dlienhardt@bracheichler.com 
Nicole G. Medrozo  |  973.403.3101  |  nmedrozo@bracheichler.com

STATE UPDATE
Amendments to NJCLIA
 On January 9, 2017, Governor Christie signed into law certain amendments 
to the New Jersey Clinical Laboratory Improvement Act (CLIA) which 
went into effect immediately. As a result of extensive pressure from certain 
advocacy groups in search of a better understanding of these amendments, 
and their effect on the provision of clinical laboratory services in New Jersey, 
the New Jersey Department of Health Clinical Laboratory Improvement 
Service (CLIS) issued a guidance memorandum on April 10, 2017. The 
memorandum details the CLIA amendments and how CLIS intends to 
implement the changes, pending official revision to its implementing 
regulations.  In short, the guidance memorandum details the following:

	� CLIS licensure is not required for facilities that perform only point of 
care laboratory testing so long as certain criteria are met such as the where 
instruments or kits are used, place of testing, type of tests, management 
and quality controls

	�Quality control program standards will not exceed the standards set forth 
in federal regulations, or alternative quality control testing procedures 
approved by Centers for Medicare & Medicaid Services

	�CLIS must recognize all waived tests under the federal “Clinical 
Laboratory Improvement Amendments of 1988” (FCLIA), as well 
as require that standards for use of such waived tests not exceed the 
FCLIA standards, so long as CLIS by way of CLIA, or with additional 
amendments to CLIA, determine it necessary to protect the public health

mailto:ldornfeld@bracheichler.com
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	�Collection station licensure is required for NJ schools that collect patient 
specimens and refer such specimens to reference laboratories

	�Collection stations require CLIS licensure even if a certificate of waiver is 
obtained

	�CLIS maintains authority to investigate all clinical laboratories and 
collection stations

	�Anatomic pathology is within the scope of practice of a clinical laboratory, 
thereby requiring licensure by CLIS.

For more information, contact:

Debra C. Lienhardt  |  973.364.5203  |  dlienhardt@bracheichler.com 
Keith J. Roberts  |  973.364.5201  |  kroberts@bracheichler.com 
Robert A. Paster  |  973.403.3144  |  rpaster@bracheichler.com 

Legislative Update
Performance-Based Incentive Payments to Physicians — On May 1, 
2017, Governor Christie signed Senate Bill 913 into law, which permits hospi-
tals to institute a system for making performance-based incentive payments to 
physicians. The legislation allows hospitals to establish compensation plans, 
subject to certain requirements, which allow for direct payments of incentives 
from the hospital to physicians or physicians groups, based on the physician’s 
performance in meeting the hospital’s institutional and specialty-specific 
goals as determined using an incentive payment methodology.

Criminal Background Checks Readopted — On April 17, 2017, the  
New Jersey Department of Health readopted N.J.A.C 8:43I regarding 
fingerprint supported criminal background checks for certain providers.  
The rule mandates that nurse’s aides, personal care assistants and assisted 
living administrators submit to a fingerprint process and criminal background 
checks when applying for certification and re-certification. Individuals 
found to be convicted of certain crimes and offenses are disqualified from 
certification or renewals, unless the person demonstrates rehabilitation 
through a process described in the rule. 

Rules Governing Alcohol and Drug Counselors  
Readopted and Amended — On April 3, 2017, the Alcohol and Drug 
Counselor Committee published a notice in the New Jersey Register 
readopting and amending certain rules governing the practice of alcohol and 
drug counselors. The amendments to the rules include, but are not limited to, 
changes to the application and renewal process as well as scope of practice.  

DCA Authority Clarified — Senate Bill 2563 was introduced on May 1, 
2017 that clarifies the Department of Community Affairs (DCA) rulemaking 
authority over free-standing residential health care facilities, and prohibits 
eviction of residents from such facilities except for good cause. The bill 
amends existing law pertaining to residential health care facilities to clarify 
that the DCA is responsible for regulating free-standing residential health 
care facilities, that are not located with, or operated by a Department of 
Health licensed health care facility.  

Prescription Monitoring Information and  
Emergency Departments — On May 1, 2017, Senate Bill 3118 was 
introduced to require practitioners to check prescription monitoring 
information before issuing certain prescriptions to emergency department 
patients. The bill would require each practitioner to not only access 
prescription monitoring information the first time the practitioner prescribes 
a Schedule II controlled substance to a new patient for acute or chronic 
pain, but also any time the practitioner prescribes a Schedule II controlled 
substance to a patient receiving care or treatment in the emergency 
department of a general hospital. 
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For more information, contact:

Mark Manigan  |  973.403.3132  |  mmanigan@bracheichler.com 
John D. Fanburg  |  973.403.3107  |  jfanburg@bracheichler.com 
Cheryll A. Calderon  |  973.403-3159  |  ccalderon@bracheichler.com

Brach Eichler In The News
Brach Eichler Marks 50th Anniversary 

In 2017, Brach Eichler celebrates its 50th anniversary, and the firm has 
begun its year-long celebration. In addition to employee celebrations and 
other special events, the firm is embarking on its “Fifty Years, Fifty Acts” 
campaign that will allow the firm to give back to the communities that have 
contributed to its growth and success. As part of the campaign, the firm has 
identified those causes, charities and civic endeavors that matter most to 
employees to which the firm plans to donate money, goods or paid time off  
for volunteering. Read more: https://patch.com/new-jersey/livingston/ 
brach-eichler-marks-50th-anniversary. 

John D. Fanburg will be presenting at the 67th Annual Meeting of the 
New Jersey Obstetrical and Gynecological Society held June 2 – 3. John’s 
presentation is entitled “Legal Pitfalls for the Practicing Physician and 
Nurse.” Details may be found at: http://www.njogs.org/njogs/ 
Education_files/njogs62017.pdf.

John D. Fanburg also will be speaking at the 25th Anniversary and annual 
meeting of the New Jersey Association of Ambulatory Surgery Centers on 
June 14, on the topic, “Politics, Legislation and Regulations that Affect 
the ASC Industry.” Details may be found at: http://njaasc.org/wp-content/
uploads/2017/05/NJAASC-brochure.short_.Final_-2.pdf. 

Lani M. Dornfeld and Cheryll A. Calderon will be speaking at the annual 
meeting of the Home Care & Hospice Association of New Jersey, held 
June 21 – 23, on the topic, “Preferred Provider Arrangements: Compliant 
Partnering to Enhance Quality of Care.” For more information visit:  
http://www.homecarenj.org/2017-annual-conference. 

HIPAA CORNER
Recent Enforcement Actions Highlight Need to Implement 
Policies and Procedures and Oversee Your Organization’s 
HIPAA Compliance Program
CardioNet $2.5M Settlement
On April 24, 2017, CardioNet agreed to pay $2.5 million to the Department 
of Health & Human Services (HHS) to settle potential violations of HIPAA 
Privacy and Security Rules. The company also agreed to implement a 
corrective action plan. This settlement is the first involving a wireless health 
services provider, as CardioNet provides remote mobile monitoring of and 
rapid response to patients at risk for cardiac arrhythmias. The enforcement 
action resulted from a January 2012 report by CardioNet to the Office for 
Civil Rights (OCR) regarding a laptop that was stolen from an employee’s 
vehicle.  The laptop contained the electronic protected health information 
(ePHI) of 1,391 individuals. During the subsequent investigation, OCR 
discovered that the risk analysis and risk management processes CardioNet 
had in place at the time of the theft were insufficient. Additionally, the 
organization’s policies and procedures regarding the implementation of the 
standards of the HIPAA Security Rule were in draft form and had not been 
implemented.  In fact, CardioNet could not produce any final policies or 
procedures regarding the implementation of safeguards for ePHI, including 
those for mobile devices. 
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Brach Eichler is on LinkedIn! Be sure to follow us for all of the latest Firm news!  
Follow us at: www.linkedin.com/company/brach-eichler-llc. 

You have the option of receiving your Health Law Updates via e-mail if you prefer, or you may continue to receive them in hard copy.  
If you would like to receive them electronically, please provide your e-mail address to tdowling@bracheichler.com. Thank you.
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Takeaway for Covered Entities and Business Associates: It is critical that covered 
entities and business associates have sufficient risk analysis (performed on a 
periodic and ongoing basis) and management processes (updated on a periodic 
and ongoing basis) in place and all policies and procedures implementing 
standards of HIPAA are final, approved, and implemented – including those 
for mobile devices.

Center for Children’s Digestive Health $31,000 Settlement
On April 17, 2017, the Center for Children’s Digestive Health (CCDH) agreed 
to pay HHS $31,000 to settle potential violations of the HIPAA Privacy Rule 
and implement a corrective action plan. The corrective action plan requires 
CCDH to develop, maintain and revise written policies and procedures to 
comply with federal standards that govern the privacy and security of protected 
health information (PHI). CCDH is also required to distribute these policies 
and procedures to all members of its workforce and assess and update them as 
appropriate, but at least annually.   

The enforcement action is a result of an August 2015 compliance review of 
CCDH initiated by the OCR following an investigation of CCDH’s business 
associate, FileFax, Inc. During the investigation, OCR learned FileFax stored 
records for CCDH containing PHI. However, neither CCDH nor FileFax 
could produce a signed Business Associate Agreement (BAA) prior to October 
12, 2015, despite the fact that CCDH began disclosing PHI to FileFax in 2003.

Takeaway for Covered Entities and Business Associates:  
If a Covered Entity discloses PHI to a Business Associate, both parties 
must have a current, updated and executed BAA in place at all times.

Metro Community Provider Network $400,000 Settlement 
On April 12, 2017, MCPN, a federally-qualified health center of Denver, 
Colorado, agreed to settle potential noncompliance with the HIPAA rules 

by paying $400,000 to HHS and implementing a corrective action plan. 
The settlement is based on the lack of a security management process 
to safeguard ePHI. On January 27, 2012, MCPN filed a breach report 
informing OCR that a hacker gained access to employees’ email accounts 
and obtained 3,200 individuals’ ePHI through a phishing incident. OCR 
subsequently investigated and learned that although MCPN took necessary 
corrective action related to the incident, the organization failed to conduct 
a risk analysis until mid-February 2012. OCR also learned that prior to the 
phishing incident, MCPN failed to conduct a risk analysis to assess the risks 
and vulnerabilities in its ePHI environment and had not implemented any 
corresponding risk management plan to address those identified risks and 
vulnerabilities, as required by HIPAA. 

Takeaway for Covered Entities and Business Associates: Organizations 
must assess risks and vulnerabilities and implement appropriate technical 
security measures to guard against unauthorized access to ePHI stored in or 
transmitted over an electronic communications network. Additionally, it is 
not enough to conduct a risk analysis. The findings and recommendations 
also must be implemented.

For more information including assistance in preparing your organization’s 
HIPAA compliance program policies and procedures and staff training, contact:

Lani M. Dornfeld  |  973.403.3136  |  ldornfeld@bracheichler.com 
Cheryll A. Calderon  |  973.403-3159  |  ccalderon@bracheichler.com 
Shannon Carroll  |  973.403.3126  |  scarroll@bracheichler.com
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